Utilizing Token with Microsoft accounts
(Domain accounts)

Introduction

The purpose of this document is to walk users through the process of setting up their
Token Ring as a security key to allow for Passwordless or MFA Authentication when logging in
to their Microsoft account. This article is going to be for users who have already established
credentials for their Token ring via the Token mobile application.

If you have not yet established your credentials to Token, please visit
(https://www.tokenring.com/#how) where we have a detailed walkthrough outlining the set-up
process.

Alternatively, if you would like to watch our video guide for this walkthrough, please visit
(YouTube page).

Operating Systems

This written and video walkthrough was conducting using a Windows 11 Enterprise OS
and has been confirmed to work with:

Windows 11 Home
Windows 10 Enterprise
Windows 10 Home

Required Peripherals

In order for Token to properly be utilized with Microsoft Services, you will need either a
built-in or external NFC communication interface. For the purpose of this guide, we will be using
a USB NFC Reader/Writer (Model ACR122U). However, this exact model is not required and
utilizing an alternative NFC reader should not cause any issues.

a. Please note that when utilizing an external USB NFC Reader/ Writer, you may
have to update manufacturer software per their instructions if you are
experiencing difficulties with your NFC reader after initial use.
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Set up your security key

Have your key ready

El USB device m NFC device

To use a NFC security key, when prompted, tap or bring the key
close to the NFC reader. You may have to touch the gold circle or

button if your key has one when prompted for the follow up
action.

For detailed instructions on how your keys should be connected, please visit your key
manufacturer's website.
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Set up your security key

Name your new security key

Hint: Name it so you'll know later which key this one is.

Example: "Blue key 1"
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You're all set!

Next time you sign in, you can use your security key instead of a password to sign in.

Add another security key
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Additional security

To increase the security of your account, remove your password or require two steps to sign in.
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If, for whatever reason, your experience has deviated from the above of you are simply
having trouble getting your Token Ring set-up with your account, please see the bottom
of this guide for some quick troubleshooting steps or feel free to email
charles@fokenring.com, and we can get you up and running.
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